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Abstract

Software project managers need tools to estimate
and trackproject goals in a continuous fashion
before, during, and after development of a
system. Inaddition, they need an ability to
compare the currenproject status with past
project profiles to validate management
intuition, identify problems,and then direct
appropriate resources to the sources of problems.
This paper describes a measurement-based
approach to calculating the risk inherent in
meeting project goalthat leverages pagiroject
metrics and existing estimationand tracking
models. We introduce the IV&V
Goal/Questions/Metrics model, explain its use in
the software development life cycle, and
describe our attempts to validatbe model
through thereverse engineering of existing
projects.

1 Introduction

Managers of largecomplex software projects
often rely on independent contractorsvrify

and validate (V&V) the computersoftware
produced by a separate development contractor.
An independen¥&V (IV&V) contractor helps
identify, manageand reducethe potentialrisk

of failuresto meet intended requirements in a
software project atll phases ofdevelopment.
While some level ofisk will alwaysremain in a

project, risk can bereduced if errorand other
discrepancies around as early as possible in
the software development life cycle. Many
studies have showthat undetected errors in a
project will increasehe likelihood of failures in
later life cycle phases when theost to fixthem
increases by orders of magnitude.

IV&V efforts are highly effective in early life
cycle phases [1] if theycan successfullypredict
the likelihood ofproblems based on an analysis
of the current state of project. It is difficult,
however, to make such predictions with
provable accuracgndshow correlatiorbetween
development activitieand problemsthat arise

in later life cycle phases. Formakoftware
development modelsan provide someinsight
based on quantified analysis past software
development efforts [2,3]. While such formal
models are imperfect guides to future efforts,
theyare far mordikely to predict problemshan
informal methods.

We have developed amapproach called the
IV&V Goal/Question/Metric method (IGQM)
thatallows V&V managers to monitor tHevel
of risk in a software development project. Using
IGQM, managers caruse past projects as
"yardsticks" against which to measure present
projects. Theycan also assesshe potential
impact of their decisions about resource
allocations, schedules, cost@and tradeoffs
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Figure 1: The Goal/Question/Metric (GQM) model

during execution of thdevelopment effort. The
IGQM method providesontinuousreporting of
the status of project in terms of what areas are
at risk of failure. The method represents a
formal interface betweerthe IV&V contractor,
the software development contractand the
customer. It summarizes the analysi®rk
performed by thdV&V contractor in terms of
what project goalsare at risk of failure and
allows managers to make informedecisions
about why problems are occurring.

This paperdiscusseghe IGQM modeland its
use in an automated support environment [4].
Unlike existing metric-based models, our
approactdoesnot emphasize angpecific set of
metrics or functions for assessimiggk. The
model allows for use ofother assessment
models. The IGQM model is used to collect and
summarize the metricand relate thendirectly

to project goals. Although our approach to
IV&V relies on metrics from past projects as
baselines, themodel can be "primed" with
informal estimates or externpfoject databases.
Results from pilot projectare thenused as
feedback to provide continuous improvement to
the model itself in order to improve our
predictive accuracy.

The IGQM model can incorporateseveral
existing software estimationand tracking
methods. These include t@OCOMO method

[2] and Software Equation [3] for estimating
cost, sizeandeffort. We describe our attempts
to validate our approach by using these methods
to reverse engineering pasbjects to determine

if identifying risk sources early ithe life cycle
could have helped prevent later problems.

The IGQM model is embedded in an automated
support environment faoftware IV&V [4] that

allows continuous analysis of a project's status.
IV&V is viewed as a complementary process to

the software development process [&hd it is
responsible for continuous assessment of the
development process. As a software
development process progresses, events are
triggered in the IV&V process. THE¥&V team
must analyze changes in thdevelopment
processand publish its findings to theustomer

in the form of anlV&V report. This report is
generated using the IGQM method by a tihait

is integrated into a CASE environment. The
reportingtool collectsand summarizes analysis
results (i.e., metrics) from othdév&V CASE
tools in an incremental fashion. When a change
occurs inthe development processhe project
measurements and risk are updated
incrementally like valuesand formulas in a
spreadsheet. The risk impact of each change is
assessed immediately relative tbe project
goals. This papeatoesnot discusghe details of
the automated support environment, fmduses

on the IGOM model around which the
environment is organized.

2 Approach

The IGQM approach teoftware V&V focuses
on the quantification, identification,
management, anceduction of risk insoftware
development projects based on objectivetrics
taken during thesoftware development life
cycle. Metrics include process measurge.,
whether or not a particular proceduleen
performed atthis phase) as well as artifact
measures (i.e., quantitative measurements of
documents, code, testand other products).
The IGQM tool formally defineghe impact of
such measures on the failure success in
meeting project goals.

Our approach idased onthe Goal-Question-
Metric (GQM) model [6] augmented with risk
analysis [7]. TheGQM model depicted in
Figure 1 allows managers to explicitly describe a



Project Confidences Certainty  Uncertainty Importance Risk
Ql Q2 Q3 Q4

Gl 1.00 036 0.77 0.00 0.45 0.55 0.80 0.440

G2 1.00 036 0.77 000 0.78 0.22 0.30 0.066

G3 1.00 036 0.77 0.00 1.00 0.00 0.90 0.00

G4 1.00 0.36 0.77 0.00 0.04 0.96 0.10 0.096

Table 1: Computing goal risks based on question confidence probabilities

Questions M1 M2 M3 M4 confidences
Q1 34 11 88 99 1.00
Q2 34 11 88 99 0.36
Q3 34 11 88 99 0.77
Q4 34 11 88 99 0.00

Table 2: Computing question confidence probabilities based on project metrics

project in terms of a set of goals #Huat the
development tearhasmore precise knowledge
about the intent of theustomer. A project must
completely satisfy a set of goals to be
implemented successfully. Goals include
requirements butare much broadeand can
include ambiguous statements like "thgstem
must be highly reliable." Each goalsatisfied
by answering a set of related questions. The
guestions definghe featuresieeded to satisfy a
particular goal. Questiorese answered true or
false, butcan be parameterized with limits, e.g.,
"doesthe system have 40,000 hour mean time
between failures?"Each question isnswered
based on a set of quantifiable project metrics. A
metric might be "lines otode" or "estimated
mean time between failures" or anyother
discrete value. Th&QM approach is used as a
dialogue between customeesd development
organizations for agreeing ahe details of a
project. Inthis fashion, it should be clear to the
developer exactlyvhat is expected dhe final
product and the criteria for its acceptance.

We have augmented th&QM model to
computethe risk of failure in groject to satisfy
the intended goals. The risk of failing datisfy
the goal is defined as the uncertainty of reaching
that goal multiplied by the importance ohat
goal. Table 1 shows é&st of goals, their
importances, certainty, uncertaingnd risks for

an example projectThe goals G1,...,G#ight

be

 Low cost

e Medium effort

» Use of prototyping
» High reliability

The questions related to each goal in (BOM
model will determine exactlywhat is meant by
each goal. The riskalues associated with each
goal should change during thesoftware
development life cycle. If we kedpack of the
risk at each step in theevelopment process, we
canidentify high-risk goalsand ensurethat the
overall risk is non-increasingver time, i.e.,
while risk may increase at any steghe overall
risk trend is decreasing.

2.1 Risk associated with each goal

To calculate the riskssociated with each goal,
the importance of the goal $pecified explicitly

by the managerbut its certainty iscomputed
from answers to related questions in the GQM
model. For each goal-questions group, we
employ a set otertainty functions Gat each
step of the development life cycle defined as

Oite = G,tp(Q’tqa Qvt’,K )

where @it O[OK 1] for the i"™ goal at the
process steptp and each Qxt is the
probabilistic confidence answering questian

as true aprocess stefn. Thus, the certainty of
satisfying each goal changes at each step in the
software development processThe certainty
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Figure 2: Confidence functions for estimated SLOC in early life cycle phases

functions may be based dhe baselines of past
projects or orthe results of simulatechodels.

In either case, the results of certainty functions
are added to the baselifer use in future
projects.

2.2 Confidence in answers to questions

Here is whereexisting estimatiorand tracking
methods fit into the IGQM model. Each
guestion can be answered true with a
characteristic probability called itsonfidence

A false answehas aconfidence value of zero.
The confidence of answering a question is
determined by a unique function based on
collected project metrics. For each question-
metrics group, weemploy a set otonfidence
functions Qdefined as

Ot = Qo Ma, &, &, Mb, +, 3,K )

where Ok » O[OK 1] for question X at the
process stefly where eachMa, ¢, s is a metric
a at steptz provided by sources. Table 2
shows a questioand itsrelated metrics from
which a confidence function is defined. All
metric valuesare the same relative to each
guestion, but theconfidence functions are
defined uniquely for each questi@md process
step. Metricghat areunknown at process steps
can still beused becausthe lack ofknowledge
contributes to the risk calculationUnknown
measure decrease confidence in answering

guestionsand in turndecreaseshe certainty of
satisfying a goal.

3 Predictive Functions

The characteristic certaintyand confidence
functions associated with goadnd questions
can bebased on many existing methotisat
have evolved from experiences on large numbers
of actual projects. The IGQM model simply
tries to relate the calculation of risk to the
analysis these methods provide in order to help
identify areas of a projedhat need attention
and allow managers to trace problems tteeir
sources.

For example, several methods exist for
estimating the eventual number siurce lines
of code (SLOC) in a project [3]. Early estimates
of SLOC will be very inaccurate, but we can
assesghe probability ofthe correctness of our
estimate. Consider the goal of "Small Program
in which the related questions are:

1. Are there less than 100 requirements?
2. Are there less than 50 function points?
3. Are there less than 50 modules?

4. Are there less than 10,000 SLOC?

In this example,question 4might given the
most weight in ultimately determining the
acceptance criteria. However, in the early stages
of a project, weanonly answer question 1 with

a large degree of confidence, lihe answer to
this question will not have a large impact of
increasing the certainty of meeting thgoal



according to our weighting. Figure shows a
risk profile for the different questions at this
stage of development.The relatively higher
slopes othe other questions illustrates a greater
degree of uncertainty.

The weighting of each questiononfidence
measure in determining goal certaintyill
change during thdifetime of the project, i.e.,
the slopes will decreasand different measures
will play larger roles. Eventuallygonfidence
functions may get betterith more experience
and abroader database of actual projecthis
will also decrease the uncertainty.

Estimating functions are highly domain
dependent. This iwhy it is importantfor each
organization to institute measurement programs
to improvethe effectiveness ofheir predictions.
The IGQM model can be primed with hand-
picked estimate or those from exterpabjects,
but these initial estimates will be highly
inaccurate. Only with timean an organization
build confidence irtheir predictive models. Of
course, changes in personreid theneed to
tackle new projectscan invalidate previous
experience, but

In the case of SLOC, wean determine the
probability of the eventual number of lines of
code exceedingur estimate. Likewise, many
methods exist for cost, size,rer, and effort
estimation. Whereas many of these techniques
are only used early in a project to construct a
proposal oplan, our approachllows managers
to track actual measuremermtsd compare them
with estimates. As a projeetolves, a manager
can gain greateconfidence inthe estimates as
they change dynamicallybased on actual
performance.

4 Discussion

In Table 1, wecanseethatgoal G1 is theonly
goal with significant associatedsk. If the
confidenceand certainty functions arbased on
methodsthatleverage past projedata, the risk
associated with G1 at this process steght say
something like "44% of therojects athis step
with a similar goal-questions profile failed to
successfully satisfthis goal at time oflelivery."
The interpretation ibased orthe characteristic

confidence and certainty functions related to
each goal and question respectively.

Creating the certaintgnd confidence functions

is noteasy. Theyare based on profiles of past
projects, contaircoefficientsthat arespecific to
each environment or projecand must be
primed initially with estimates or datGom
external projects. Bynapping our approach to
current software developmentand V&V
practices, we ‘'reverse" engineered these
estimates from informal measures on past
projects. Even thougkome information was
not available on these projectthey were
adequate enough to provide working estimates.
In one case we wanted werify the intuition of
V&V personnel who noted problemsith the
delivery schedule of project milestones. their
expert opinion, the scheduleas tooshort. Our
model, based on existing methods such as
COCOMO, confirmedthat the intuition was
correct.

In the next sections, wehow howtraditional
V&V activities can be mapped to ounodel.
Specifically, we relate processanagement and
testing tosee how they contribute to project
measurementand at whatstages of thdife
cycle. Based othis mapping, we caassess the
relative effectiveness of thesetraditional
approaches in controllingsoftware projects.
Procesgmanagementfor example, ensurehat
the software developmenteam follows all
process steps (e.g., DOD 2167a)dfollows up
on all discrepancy reportand anomalies. It
monitors that the proper artifacts (i.e.,
documentsand code)are produced on time and
in their proper order. Testing, on the other
hand, is usually associated wittcode level
validation of the end-producsystem in a
simulated environment. While it isvidely
believed that both of these approaches help
reduce projectisk, they have serious limitations
in many projects, especially ilarge, complex
systems with volatile requirements. It is
possiblethat expensiveand catastrophic errors
may go undetectedsing traditional approaches.
We show that according to our reverse
engineered projects, late liflgycle testing may
find someerrors but it is oftertoo late to fix
them. Thisfact shows umot as an increase in
risk towardsthe end of theproject, but as an
inability of existing techniques to keepe risk
trend non-increasing and within nominal limits.



Process management and testinglone are
inadequate means to manage risk in large,
complex projects.

4.1 Process

First, anlV&V team carcheck to make sure the
software development process is followed at all
steps. The goal dhis task is taeducerisk by
ensuring that a process is followed that increases
the probability of success. The reasoning behind
this task is informal: if a past task was
successfulising aprocessthen eachstep must

be repeated to guarantesuccess inother
projects.

We can cast currensoftware development
practices into thaGQM risk model by asking
specific  questions about process steps
accomplished. The metrics aBmolean values
that help answer questions at each step
regarding whether or not a procedirasbeen
performed. Irthis fashion, theGQM approach
subsumes thesaurrent "checklist" methods and
provides a metrics-based environment for
formally validating whether or not generic
assumptions about process effectiveragsstrue.
Procesdracking by thdV&V team is necessary
but insufficient to ensure risk reduction in the
development project.

4.2 Testing

Software testing hasbeen a majorfocus of
IV&V efforts, but testing is expensivand has
severelimitations. Traditional testing cannot
find many problems or finds problems too late in
the software development lifeycle where they
aretoo costly tofix. In the IGQM model, the
results of testzan beviewed asmetrics (e.g.,
pass-fail). From thignetrics-based perspective,
early analysis of requirementnd design can
also be viewed agésts" but the test results are
viewed with less confidencéhan concrete tests
at later stages of thdevelopment life cycle. In
addition, the tests can be directly associated with
requirements or project goals ithe IGQM
model. Inthis case, theexistence of a test is
important for tracability. We usetiis approach
to model traditional testing ithe IGQM model
and showedthat late testingeducesrisk, but
that the risk trend islready toohigh at later
phases for testing to have any significant effect.

Traditional testing does not permit early
detection of problemand it isoften impossible
to exercise a systemuith a battery of testthat
completely characterize the operational
environment. If major problems occur, it is
often toolate andexpensive to fixhem. As a
result, thesoftwaremight experience traumatic
failure, theproject is scrapped, must be redone,
or the customer isleft dissatisfied with a
partially functional system. the customer had
access to effective, predictiestimate earlier in
the development process, expectationight be
more realisticand the intentiondetter defined
with the development team.

5 Implementation

We have implemented th&sQM model in a
tool for use by IV&V practitioners. The tool,
called ADMIT (A Distributed Metrics
Integration Tool), is implemented in Tk/Tcl
under the XWindows systemand the UNIX
operatingsystem. Thetool primarily consists of
three listboxes ofgoals, questionsand metrics
and a multi-graphwidget that shows the
cumulative risk for the project, per goal,
guestion confidences, and metric values.

Metrics come from many sources in the
distributed environment. Some come from
sharedfiles and databases (e.g., thdetwork
File System (NFS)Oracle). When thdiles
change, thetool read the file, updates the
measure, and recalculates the associated
confidenceand certainty functions. Metric may
also be source directly from CASE toalsing
remote procedure call in which the ADMtdol
acts as the server. We are continuing\olve
our implementation as we integrate other
sources of metricandtechniques for collecting
them.

6 Summary

Our approach depends on an intense metrics
collection and archival capability to provide
high levels of confidence in IV&Vpredictions.

It also depends on the continuogsolution of

the predictive certainty and confidence
functions.  While our approactdoes not
eliminate risk from gproject, it does formalize
the risk identification, management, and
reduction. It makes risk management the



explicit objective ofthe IV&V process inorder

to deliver effective results to the customer.
Moreover,the confidence of predictionsan be
increased as our baseline grows with each
project. For well-defined application domains,
we expectthis approach will havenost value
based on extrapolating experiences with the
IGQM model in practice.

While a statistical risknodel of IV&V does not
guaranteesuccess, it represents a significant
improvement oveexisting practiceshatdeliver
dubious value tahe IV&V customer and may
unknowinglyharmsoftware development efforts
with needless paperworkDuring thecourse of
our research, we continue to investigate (1)
effective process model&?) specificand useful
metricsand theircorrelation within theprocess;
and (3) continuous improvement of certainty
and confidence functions associated with the
process.
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